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Abstract 
 Monitoring and detecting of anomalous in computer 
network traffic are important tasks for network administrators. The 
tools can detect anomalies accurately and instantly which help network 
administrators to solve the problems before the other effects are 
following up. In this research propose the anomaly detection method by 
changed the computer network traffic to a signal and then we 
decomposed the signal with discrete wavelet decomposition. After that 
we analyzed all of the decomposition signal by statistical method in 
order to decide that anomalies occur in computer network or not. The 

primary results from this research showed that we can detected 
various anomalies. We founded the cause of anomalies that are 
several things such as attacks, outage, misconfiguration and flash 
crowd etc. 
 
Keywords: wavelet, network traffic, time series, anomaly detection 
 

1. ��?@� 
 (�!�Z
G�ก�

���ก
GF0a�[��#QQ�(�R�F !�(���
�������!1
�ก
G�G_1!ก+	!��!�+�� �) � �ก
G1!กก!�%1��� �ก
G1!ก���ก�*�
]!�!�
Z
G�	!G+�R��ก
G1!กก!�[)_�!�F��ZS_[)_
���!ก�ก
�ก� !�ก�
 ��\��_�  
G����a�._!�!�!�.���11�Q(�!�Z
G�ก�

���ก
GF0a��G_�� !�.Sก�_��"	#
��G��T�"	_�  ZS_GS"	�#QQกT�!�!�."ก_�F�`^+!"	#�Y��ก��
Z	ก�#
Q
��1#�ก
GF0a��!��!�G_�� !�
��
 ��
�  ���!��
1��1]!���
�!ก�G_�]!����"��
!�[�ก!����11�Q(�!�Z
G�ก�
  o0���!�!�.
"Q ���ก�!��
��ก!����11�Q�G_��\� 2 ��#�'
 (R� ก!����11�Qก!�
[)_�!�
��Z
G (Misuse Detection) "	#ก!����11�Qก!�[)_�!�
��
Z
G�ก�
 (Anomaly Detection) 
 ก!����11�Qก!�[)_�!�
��Z
G1#��ก!�ก]!+�Gกs (Rule) 
+�R��S�"QQ (Signature) �]!+��Q���1��Qก!�[)_�!�
��Z
G  ._!
���11�Q�G_� !��F_��S	+�R��v�
ก���
������!�กs+�R��S�"QQ
��
ก]!+�G��_กT1#� ���^^!*��R��� !��ก!�[)_�!�
��Z
G  ._!�� ���ก�Qกs
+�R��S�"QQ
��ก]!+�G��_1#���� !��\�F_��S	+�R��v�
ก���
���ก�
  
o0��"�ก� !�1!กก!����11�Qก!�[)_�!�
��Z
G�ก�
  %G�1#��ก!��กTQ
F_��S	�#QQ�(�R�F !���\��#�#��	!+�0����R��ก]!+�G� !F_��S	+�R�
�v�
ก���[G
����\�ก!�[)_�!��ก�
  ._!���11�Q�G_� !��F_��S	+�R�
�v�
ก���
��"�ก� !�1!กF_��S	
���กTQ��_กT1#� ���^^!*��R��� !���
��
Z
G�ก�
�ก
GF0a�  G����a�10�
]![+_ก!����11�Qก!�[)_�!�
��Z
G�ก�
��a
�!�!�.���11�QF_��S	+�R��v�
ก���Z
G�ก�

������� �(��ก
GF0a��!



ก ���G_  � !�1!กก!����11�Qก!�[)_�!�
��Z
G
���!�!�.���11�Q�G_�w�!#
F_��S	+�R��v�
ก���Z
G�ก�

���(��ก
GF0a��!"	_��
 !��a� 
 �!��
1����a10��G_�]!����"��
!�ก!����11�Q(�!�Z
G�ก�
[�
�#QQ�(�R�F !�1!กก!��กTQF_��S	1�!1�
!�(���
������
��F!��กF��
�#QQ�(�R�F !� (Outgoing Traffic)  %G���1�G��#��(���R�����11�Q(�!�
Z
G�ก�
[��#QQ�(�R�F !�
���!1��Z	ก�#
Qก�Q�#QQ�(�R�F !�'!���ก
�G_  �
����a[)_ก!���	����F_��S	1�!1�
!�(���
������[+_��S [��S���^^!*

!���	!  "	#�]!��^^!*G��ก	 !���"�ก� ����#ก�Q(�!�.��G_���
���)
�
��b�	T���R���]!��[)_ก]!+�GF_��S	+�R��v�
ก���
����\�ก!�[)_�!��ก�
  
��ก1!ก��a��G_�]!�
��ก!���#��	Z	
!��.
�
�!) ���
�(�!#+����1��Q
� !��F_��S	+�R��v�
ก���[+� 
��"�ก� !�1!กF_��S	
����\��ก�
+�R���   ._!
"�ก� !�กT1#� ���^^!*��R��� !���
��Z
G�ก�
�ก
GF0a�  ._!�� "�ก� !�กT1#
�]!F_��S	G��ก	 !�����#��	Z	��R�����ก�QF_��S	�G
�
����\�ก!�[)_�!�
�ก�
� ��� 
 Q
(�!���a��#ก�QG_��� ��� !� c �!�	]!G�Q� �����a (R� 
�!��
1��
���ก����F_�� F�a����"	#+	�กก!�
]!�!� ก!�
G	��"	#Z	ก!�

G	�� ����"	#"��
!�[�ก!�����!� ��� 
 

2. ��?�������B�ก�B������ 
 ZS_�
1���G_�0ก$!"��
!�[�ก!����11�Q(�!�Z
G�ก�
[��#QQ
�(�R�F !�(���
������1!ก�!�F�� Peng "	#(*# [1] �Q� !�!�!�."Q �
�
�����11�Q(�!�Z
G�ก�
�G_��\� 2 ��#�'
 (R� ก!����11�Qก!�[)_�!�
��
Z
G (Misuse Detection) "	# ก!����11�Qก!�[)_�!�
��Z
G�ก�
 (Anomaly 
Detection)  ���!��
1��1]!����!ก�G_�����
��� !� c o0����\�ก!����11�Q
ก!�[)_�!�
��Z
G�ก�
 �) � ก!�[)_�+�R��F_��S	 (Data Mining) ก!�[)_�
��
�
�(�!#+��)
��.
�
 (Statistic) +�R�"�_"� ก!��
�(�!#+�G_��ก!���#��	
��^^!* (Signal Processing) ��\��_�  %G�1�G�G �F���
�����11�Qก!�[)_
�!�
��Z
G�ก�
(R��!�!�.���11�Qก!�%1����S�"QQ[+� 
������� �(��ก
G
F0a��!ก ���G_  ก!�%1���G��ก	 !�����ก� ! Zero-Day Attack 
 �!��
1��F�� Blazek "	#(*# [2] �G_�����
��[�ก!����11�Q
(�!�Z
G�ก�
[��#QQ�(�R�F !�G_��ก!���#��ก��[)_ก�#Q��ก!�
!��.
�

�!�
�(�!#+�F_��S	%��%�(�	"QQ+	!��#G�Q[��#QQ�(�R�F !�  ��R��
���11�Qก!���	����"�	�F��1]!���"�T(�ก1� �) ����	!
���ก
GF0a�1!ก
ก!�%1���  "� �
��ก!�G��ก	 !������Q!�ก�*�
���� �!�!�.���11�Qก!�
%1���
���ก
GF0a��G_ (False Negative)  �!��
1��F�� Glenn "	#(*# [3] 10�
����ก!����Q�����
��F�� Blazek "	#(*# [2] %G�[)_��b�	T��F_!�!) ��
[�ก!�ก�����^^!*o0��
]![+_ False Negative ��1]!���	G	�  �!��
1��
F_!��_���\������ !�ก!���#��ก��[)_ก�#Q��ก!�
!��.
�
�!�
�(�!#+���R��
+!(�!�Z
G�ก�
[��#QQ�(�R�F !� 
 ��ก�+�R�1!กก!���#��ก��[)_�
��ก!�
!��.
�
"	_������
�!��
1��
������ก!�[)_�
���)
���b�	T��]!�!�
�(�!#+���R��+!(�!�Z
G�ก�

[��#QQ�(�R�F !�  �!��
1��F�� Barford "	#(*# [4] �G_����"��
!�
[ � ก ! � � � � 1 1� Q ( � ! � Z
 G� ก �
 [ � � # QQ � ( �R � F ! �G_ � � ก ! � " � ก
� ����#ก�Q(�!�.��G_����b�	T���ก��\� 3 (�!�.�� (�!�.���S� (�!�.��
ก	!�"	#(�!�.����]!  o0���
��ก!�G��ก	 !��!�!�.���11�Q(�!�Z
G�ก�

��
�ก
G"QQ
��
�
��[G (Abrupt Change) �G_  "� ����� �!�!�.���11�Q
(�!�Z
G�ก�

���ก
G"QQ( ����\�( ���� (Long Time Change) �G_  

�!��
1��F�� Lu "	#(*# [5] �G_�0ก$!Z	ก�#
QF����b�	T�"� � �
ก!����11�Q(�!�Z
G�ก�
"	#�G_�����
�����11�Q(�!�Z
G�ก�
%G�
�
���)
���b�	T�"	#ก!���#�!*( !"QQ.G.��  ��ก1!ก��a��!��
1��
F�� Kriangkrai "	#(*# [6] �G_�����
���
�(�!#+�F_��S	
��1�G�กTQ[� 
Darknet G_���
���)
���b�	T���R��"�ก(�!�Z
G�ก�

���ก
G1!กก!�%1���
��ก1!กF_��S	+�R��v�
ก���Z
G�ก�

���ก
G1!ก�!�+���R�� 
 [��!��
1����a�G_�����
��ก!����11�Q(�!�Z
G�ก�
[�
�#QQ�(�R�F !�o0��"�ก� !�1!ก�!��
1��
��ก	 !��!F_!��_�  ��R���1!ก�
��

���]!������\�ก!���#��ก���
��ก!�
!��.
�
"	#ก!���#��	Z	
��^^!*%G�[)_��b�	T�[�ก!�"�ก� ����#ก�Q(�!�.��F����^^!*  
%G���1�G��#��(���R�����11�Q(�!�Z
G�ก�

���ก
G"QQ
��
�
��[G
"	#"QQ( ����\�( ���� 
 

3. ��D?��?E�FG��กก���@���? 
 [��!��
1����a�G_"Q �F�a����ก!����11�Q(�!�Z
G�ก�

F_��S	1�!1�
!�(���
������G��"�G�[��S�
�� 1 
 

 
 

�����B 1 F�a����ก!����11�Q(�!�Z
G�ก�
 
 
 ��
��1!กF�a���� Probe & Segmentation 
]!+�_!
���กTQ
F_��S	1�!1�
!�(���
������"	#(�G"�กF_��S	� ��
���_��ก!�  
��ก1!ก��a����
]!ก!�"�	�F_��S	1�!1�G��ก	 !�[+_��S [��S�F��
��^^!*
!���	!
��"�G�.0�1]!���"�T(�ก1� ��
�!
�  ��^^!*
G��ก	 !�.Sก� �� �����R��"�ก� ����#ก�Q(�!�.��F����^^!*
��ก�!��\���^^!*"� 	#�#G�Q
��F�a���� Wavelet Decomposition  
+	��1!ก��a�
��F�a����ก!����1��Q Anomaly 1#�]!��^^!*
���G_
1!กก!�"�ก� ����#ก�Q[�"� 	#�#G�Q��
]!ก!������Q�
��Qก�Q
F_��S	+�R��v�
ก���
���ก�
o0���G_��ก!�1�G�กTQ��!��_[� Normal 
Behavior Database  ._!��1]!���"�T(�ก1� ��
�!
�"�ก� !�1!ก( !�!� 
(Threshold) 
��ก]!+�G����+�!�(�!�� !���
��Z
G�ก�
[��#QQ
�(�R�F !�  กT1#
]!ก!�� ���^^!*��R������� Alarm System � !��
F_��S	+�R��v�
ก���
��Z
G�ก�
�ก
GF0a�  "� ._!F_��S	�� "�ก� !�1!ก( !
�!�
��ก]!+�G����+�!�(�!�� !�� ���
��Z
G�ก�
[��#QQ�(�R�F !�  กT
1#
]!ก!���#��	Z	
!��.
�

��F�a���� Statistically Processor ��R��
���F_��S	[+� �F_!ก�QF_��S	�ก !"	#�]!���กTQ��R��[)_[�ก!����11�Q
F_��S	)�G� ��� 



 
��F�a���� Wavelet Decomposition 
"� "QQ Harr "	#�
��ก!�"�	���b�	T�"QQ��T�+� ��
� ����#ก�Q(�!�.��F����^^!*  o0���!�!�."�ก� 
��ก�!��\���^^!*[�"� 	#�#G�QG��"�G�[��S�
�� 
 

 
�����B 2 "Z�'S�
�_���_�]!+��Qก!�"�ก� ����#ก�Q(�!�.��

 
 ��^^!* x[n] ��\���^^!*
���G_�!1!กF�a���� 
Segmentation  ��R��
]!ก!�"�ก� ����#ก�Q(�!�.��
� ����#ก�Q��^^!*(�!�.���S� h[n] "	#� ����#ก�Q��^^!*(�!�.��
��]! g[n] %G�������!�� � (Sampling Rate) F����^^!*	G	��+	R�
(�0��+�0��F������!�� ��G
�  +	��1!ก��a�10��]!� ����#ก�Q��^^!*
(�!�.����]!��"�ก� ����#ก�Q(�!�.��F����^^!*[��#G�Q� ���
 F_��S	+�R��v�
ก����ก�

���กTQ��S [� 
Database 1#�กTQ��S [��S�( !�w	���F��� ����#ก�Q(�!�.��
G����ก!�
�� (1) "	#( !(�!�"������G����ก!�
�� 
 

����,�� �
∑ 
��,�



���

�

���,��
� � �

�
∑ ����,�,�� �

�
���

 
 %G� � (R����
���กTQF_��S	 %G�
]!ก!��กTQF_��S	��a�"� ���
�� 
1�.0����
�� �, � (R��#G�QF��� ����#ก�Q(�!�.��
"� 	#���  [�F�a����ก!����1��Q Anomaly 
F_��S	
���F_!�![+� ก�Q( !�!�  o0��( !�!�.Sกก]!+�G%G�
 

�� � ����,�� � ���

 
 %G �  � (R � ( !( � 
���] ! + �� Q ก ! �ก] ! + � G ( !
(Confidence Interval)  [��!��
1����a[)_( !(�!�����[1�
 !ก�Q 
(R�( !�Q�����Q��!���!�  G����a�._!F_��S	1�!1�(���
������
���F_!�![+� 
��� ����#ก�Q(�!�.�� � �ก��ก�Ra�
���#+� !�( !
Z
G�ก�
[��#QQ�(�R�F !� 
 

4. ก���
���E�F��ก���
��� 
 �!��
1����a�G_
]!ก!��กTQF_��S	1!ก+_���P
Q��
ก!�(���
������
"	#�
��������T� �+!�

�!	���ก$���!���� Q!��F� 
�
.��!��.0��
�+!(� 2551  o0��+_���P
Q��
ก!�G��ก	 !���
(���
������	SกF !���#�!* 175 �(�R���"	#����ก�0ก$!�F_!�![)_�!�
��#�!* 1,300 (�� ����  %G��(�R���(���
������	SกF !���ก!��
G��a�

position �!��
1����a[)_��b�	T�
"	#�
��ก!�"�	���b�	T�"QQ��T�+� ��[�ก!�"�ก

�."�ก� ����#ก�Q(�!�.��
�S�
�� 2 

 

"Z�'S�
�_���_�]!+��Qก!�"�ก� ����#ก�Q(�!�.�� 

1!กF�a���� Probe and 
(�!�.��G_���
����b�	T�1#�G_

"	#� ����#ก�Q��^^!*(�!�.��
F����^^!*	G	��+	R�

(�0��+�0��F������!�� ��G
�  +	��1!ก��a�10��]!� ����#ก�Q��^^!*
��^^!*[��#G�Q� ��� 

F_��S	+�R��v�
ก����ก�

���กTQ��S [� Normal Behavior 
� ����#ก�Q(�!�.���#G�Q� !� c 
G����ก!�
�� (2) 

�,��                             (1) 

 

� ����,��
� �              (2) 

%G�
]!ก!��กTQF_��S	��a�"� ���
�� 1 
(�!�.��"	#   (R�) ����	![�

 1#
]!ก!������Q�
��Q
ก]!+�G%G���ก!�
�� 3 

��,��                           (3) 

( !( � 
�� �] ! + �� Q ก ! �ก] ! + � G ( ! ( �! � ���� [ 1 
[��!��
1����a[)_( !(�!�����[1�
 !ก�Q 0.95  "	# � 

(R�( !�Q�����Q��!���!�  G����a�._!F_��S	1�!1�(���
������
���F_!�![+� 
�ก��ก�Ra�
���#+� !�( ! � กT��G�
�[1� !��(�!�

�!��
1����a�G_
]!ก!��กTQF_��S	1!ก+_���P
Q��
ก!�(���
������
"	#�
��������T� �+!�

�!	���ก$���!���� Q!��F� �#+� !��GR��

+_���P
Q��
ก!�G��ก	 !����(�R���
"	#����ก�0ก$!�F_!�![)_�!�

(�� ����  %G��(�R���(���
������	SกF !���ก!��
G��a�

%��"ก���Y��ก�������"	#��ก!����Q�����!�F_��S	������� !�
���]!����  ��ก
�a�����
G��a�%��"ก��
��1]!��\�� �ก!�[)_�!�
�����  o0��
��ก�0ก$!�� �!�!�.�
G��a�%��"ก���R��
 [�ก!�
G	���G_
]!ก!�1�G�กTQF_��S	%��%�
TCP SYN, TCP SYN/ACK "	# 
(���
������F!��ก  �]!F_��S	G��ก	 !�����_!���^^!*
!���	!"	#
�]!��"�ก� ����#ก�Q(�!�.��� !� c 
(]!��*+!( !�w	���"	#( !(�!�"������
[�"� 	#�#G�Q  +	��1!ก��a�10��]!��
Database ��R���]!��[)_��\�( !�!�[�ก!����1+!(�!�Z
G�ก�
[�
�#QQ�(�R�F !�(���
������� ��� 
 

 
�����B 3 � ����#ก�Q��^^!*(�!�.����]![��#G�Q 

 
 �S�
�� 3 "�G�.0������ !�� ����#ก�Q��^^!*(�!�.����]!
[��#G�Q
�� 3 (Q�), 7 (ก	!�) "	# 
SYN 
��1�G�กTQ[����
�� 1 ก.(. 2551  
%��%�(�	
����ก!�[)_�!��!ก
����G[�
 ��R��1�G�กTQF_��S	"	#�v�
ก���
����\��ก�
"	_�10�
]!ก!�
1]!	��(�!�Z
G�ก�
[��#QQ�(�R�F !�(���
������

G	���G_1]!	��(�!�Z
G�ก�

�a��
a� 
4 �G_"ก  
1. (�!�Z
G�ก�

���ก
G1!กก!� Scan Port 

(���
������	SกF !�[��#QQ�(�R�F !�
�(�R���(���
������"� F !�'!���กG_������! 
�
�!
���\��#�#��	! 1 �!
� 

2. (�!�Z
G�ก�

���ก
G1!ก Denial of Service  
(���
������	SกF !�[��#QQ�(�R�F !�
]!ก!�� � 
Flood ������(�R���(���
������"� F !�'!���กG_������! 
"�T(�ก1� ��
�!
���\��#�#��	! 10 

3. (�!�Z
G�ก�

���ก
G1!ก Flash Crowd  
(���
������	SกF !�[��#QQ�(�R�F !�
]!ก!� 
1!ก�(�R���(���
������"� F !�'!���ก%G���
���_�
������! 
"�T(�ก1� ��
�!
���\��#�#��	! 
� ��
�!
���\��#�#��	! 5 �!
�  "	#�
��\�����! 50 "�T(�ก1� ��
�!
� 

%��"ก���Y��ก�������"	#��ก!����Q�����!�F_��S	������� !�
���]!����  ��ก
�a�����
G��a�%��"ก��
��1]!��\�� �ก!�[)_�!�
�����  o0��

�R����
����
��G_ 
[�ก!�
G	���G_
]!ก!�1�G�กTQF_��S	%��%�(�	 ICMP, 

"	# UDP 
����\�F_��S	1�!1�
!�
�]!F_��S	G��ก	 !�����_!���^^!*
!���	!"	#

� !� c G��"�G�[��S�
�� 3  ��R���]!��
"	#( !(�!�"������F��� ����#ก�Q(�!�.��

+	��1!ก��a�10��]!��1�G�กTQ[� Normal Behavior 
[�ก!����1+!(�!�Z
G�ก�
[�

 

� ����#ก�Q��^^!*(�!�.����]![��#G�Q 3, 7 "	# 11 

� ����#ก�Q��^^!*(�!�.����]!
"	# 11 (	 !�) F��%��%�(�	 TCP 

  o0��%��%�(�	 TCP SYN ��\�
�%�(�	
����ก!�[)_�!��!ก
����G[�ก!�1�G�กTQF_��S	(��a���a 

��R��1�G�กTQF_��S	"	#�v�
ก���
����\��ก�
"	_�10�
]!ก!�
(�!�Z
G�ก�
[��#QQ�(�R�F !�(���
������  o0��[�ก!�
�G_1]!	��(�!�Z
G�ก�

�a��
a� 6 "QQG_��ก��G��"�G�[��S�
�� 

Scan Port  %G�1]!	��� !���(�R���
[��#QQ�(�R�F !�
]!ก!� Scan Port �����

��กG_������! 50 "�T(�ก1� �

Denial of Service  %G�1]!	��� !���(�R���
(���
������	SกF !�[��#QQ�(�R�F !�
]!ก!�� � TCP SYN 

������(�R���(���
������"� F !�'!���กG_������! 50 
10 �!
� 

Flash Crowd  %G�1]!	��� !���(�R���
������	SกF !�[��#QQ�(�R�F !�
]!ก!� Download File 

1!ก�(�R���(���
������"� F !�'!���ก%G���
���_�
������! 1 
� ��
�!
���\��#�#��	! 5 �!
�"	_���
����\� 2 "�T(�ก1

�!
�  "	#��
���) ���a��R�����1�ก�#
���



4. (�!�Z
G�ก�

���ก
G1!ก Outage  %G�1]!	��� !�����ก�*�'!�[��#QQ
�(�R�F !��ก
G(�!�����+!�
]![+_�(�R���(���
������	SกF !�1]!��� 
�(�R����� �!�!�.[)_�!��G_��\��#�#��	! 1 �!
�

5. (�!�Z
G�ก�

�� �ก
G1!ก Misconfiguration 
��	����"�	�( !F�����ก�*�'!�[��#QQ�(�R�F !�
]![+_�(�R���
(���
������	SกF !�1]!��� 50 �(�R����� �!�!�.[)_�!��G_��\�
�#�#��	! 10 �!
� 

6. (�!�Z
G�ก�

���ก
G1!ก Virus  %G�1]!	��� !�(�R���(���
������	Sก
F !�[��#QQ�(�R�F !��
G�����"	#�� �!�!�.[)_�!��G_
�(�R�����\��#�#��	! 5 �!
�"	_���
����\� 2 
�!
�  "	#��
���) ���a��R�����1�ก�#
�����\� 50 

 

 
�����B 4 ����� !�ก!�1]!	��(�!�Z
G�ก�
[��#QQ�(�R�F !�

 
 �S�
�� 4 �S�Q�"�G�[+_�+T�.0�F_��S	1�!1�
!�(���
������
F��%��%�(�	 TCP SYN 
����ก!�1]!	��(�!�Z
G�ก�
o0��
� ����#ก�Q(�!�.��F����^^!*  �S�	 !�"�G�.0������ !�� ����#ก�Q
��^^!*(�!�.����]![��#G�Q
��  7 (��_�
0Q) �����Q�
��Qก�Q��_��!� 
(��_���#)  %G�ก!�1]!	��(�!�Z
G�ก�

�a� 6 
����	F (1)-(6)  o0��ก!�1]!	����
���_�
����	! 9.00
17.00 "	# 18.00 �.�!�	]!G�Q  1!ก�S�"�G�[+_�+T�� !F*#
���ก
G(�!�
Z
G�ก�
[��#QQ�(�R�F !�  F_��S	F��� ����#ก�Q��^^!*(�!�.��
���ก
G
1!กก!�1]!	��(�!�Z
G�ก�
"QQ
�� 1, 2, 4 "	# 5 
�#+� !�( !�!��� !��+T��G_)�G  � ��ก!�1]!	��(�!�Z
G�ก�
"QQ
�� 
"	# 6 F_��S	F��� ����#ก�Q��^^!*(�!�.����( !�ก��S ��ก�Ra�
��
�#+� !�( !�!�+	��1!ก�ก
G(�!�Z
G�ก�
��"	_���#�!* 
 

5. J�K�E�FE?����L?ก����M?��;�N� 
 1!กก!�
G	��[��!��
1����a�Q� !� ����#ก�Q(�!�.��[�
�#G�Q� !� c ��Z	� �(�!��!�!�.[�ก!����11�Q(�!�Z
G�ก�

���ก
GF0a�
[��#QQ�(�R�F !�  ก	 !�(R�� ����#ก�Q(�!�.��

�� 1-3 �#QQ�!�!�.���11�Q(�!�Z
G�ก�

���ก
G[��#�#��	!��a� c �G_  
"� �� �!�!�.���11�Q(�!�Z
G�ก�

���ก
Gก!���	����"�	�F��1]!���
" �T( �ก 1 � ��
�!
�
�� �� 1] !������ �� �	Tก �_���G_   [ �
!� ก 	�Qก��
� ����#ก�Q(�!�.��[��#G�Q�S� �) � �#G�Q 9
���11�Q(�!�Z
G�ก�

���ก
G[��#�#��	!��a� c �G_  "� �!

%G�1]!	��� !�����ก�*�'!�[��#QQ
�(�R�F !��ก
G(�!�����+!�
]![+_�(�R���(���
������	SกF !�1]!��� 50 

�!
� 
Misconfiguration  %G�1]!	��� !��ก!�

��	����"�	�( !F�����ก�*�'!�[��#QQ�(�R�F !�
]![+_�(�R���
�(�R����� �!�!�.[)_�!��G_��\�

%G�1]!	��� !�(�R���(���
������	Sก
!�!�.[)_�!��G_  ��
���_�
�� 1 

2 �(�R�����\��#�#��	! 5 
50 �(�R��� 

 

����� !�ก!�1]!	��(�!�Z
G�ก�
[��#QQ�(�R�F !� 

�S�Q�"�G�[+_�+T�.0�F_��S	1�!1�
!�(���
������

����ก!�1]!	��(�!�Z
G�ก�
o0������� ��ก!�"�ก

"�G�.0������ !�� ����#ก�Q
�����Q�
��Qก�Q��_��!� 

6 "QQ"�G�[�'!�G_��
9.00, 10.00, 11.00, 16.00, 

1!ก�S�"�G�[+_�+T�� !F*#
���ก
G(�!�
F_��S	F��� ����#ก�Q��^^!*(�!�.��
���ก
G

5 1#��( !�ก��S ��ก�Ra�
��
�#+� !�( !�!��� !��+T��G_)�G  � ��ก!�1]!	��(�!�Z
G�ก�
"QQ
�� 3 

F_��S	F��� ����#ก�Q��^^!*(�!�.����( !�ก��S ��ก�Ra�
��
�#+� !�( !�!�+	��1!ก�ก
G(�!�Z
G�ก�
��"	_���#�!* 3 )���%�� 

1!กก!�
G	��[��!��
1����a�Q� !� ����#ก�Q(�!�.��[�
�#G�Q� !� c ��Z	� �(�!��!�!�.[�ก!����11�Q(�!�Z
G�ก�

���ก
GF0a�

(�!�.��[��#G�Q��]! �) � �#G�Q
�#QQ�!�!�.���11�Q(�!�Z
G�ก�

���ก
G[��#�#��	!��a� c �G_  

ก!���	����"�	�F��1]!���
� ��
�!
�
�� �� 1] !������ �� �	Tก �_���G_   [ �
!� ก 	�Qก��

9-11 �#QQ�� �!�!�.
���11�Q(�!�Z
G�ก�

���ก
G[��#�#��	!��a� c �G_  "� �!�!�.���11�Q

(�!�Z
G�ก�

���ก
Gก!���	����"�	�F��1]!���
1]!���������	Tก�_���G_  1!กF_��S	1�!1�
!�(���
������
���G_
1�G�กTQ"	#�
�(�!#+�[��!��
1����a  ZS_�
1���Q� !� ����#ก�Q(�!�.��
[��#G�Q
�� 6-8 ��\��#G�Q
����(�!��+�!#��
ก!����11�Q(�!�Z
G�ก�
[��#QQ�(�R�F !�
 ��R���1!ก[��!��
1����aZS_�
1��
ก!�
]!�!�"	#1]!	��ก!�
]!�!�F���#QQ
"��
!�[�ก!�����!� �����a�ZS_�
1���_��ก!�
�!�!�.[)_�!�"	#���11�Q(�!�Z
G�ก�

�#QQG��ก	 !�����#��ก��[)_�!�[��#QQ�(�R
ก!�[)_�!�1�
�  ��ก
�a�F_��S	
��[)_[��!��
1����\�F_��S	
���G_�!1!ก
F�QF���#QQ�(�R�F !� (Access Network) 
ก!�[)_�!��!1"�ก� !�1!กF_��S	
���G_1!ก"ก�F���#QQ�(�R�F !� 
(Core Network)  G����a�10��_����ก!��กTQF_��S	1!ก"ก�F���#QQ
�(�R�F !�"	#�]!�!
G��Qก�Q�
��ก!�
���G_�]!����  ��R���0ก$!� !
�
��ก!�G��ก	 !��!�!�.�]!����#��ก��[)_
��
�G_+�R���  
 

6. ก����ก��
��Fก�P 
 �!��
1����a �G_��Q
�����Q����1!ก 
�

�!�!����"	#�
(%�%	���
� 
�

�!�!����"	#�
(%�%	��"+ �)!�
 ��^^!��Q
���	F
��
51-092 "	#F�F�Q(�* (�*���)�� 1
��
�
��	 
���]!���(�!��#G�ก
[�ก!�1�G�กTQF_��S	�]!+��Qก!�
G	��(��a���a
 

��กJ��������� 
[1] P. Tao, et al., "Survey of network

countering the DoS and DDoS problems," ACM Comput. 
Surv., vol. 39, p. 3, 2007. 

[2] B. Rudolf, et al., "A Novel Approach to Detection
of-Service Attacks via Adaptive Sequential and Batch
Sequential Change-Point Detection Methods.
Workshop Information Assurance and Security. IEEE CS
Press, pp. 220 226, 2001. 

[3] G. Carl, et al., "Wavelet based Denial
Computers & Security, vol. 25, pp. 600

[4] B. Paul, et al., "A signal analysis of network traffic 
anomalies," presented at the Proceedings of the 2nd ACM 
SIGCOMM Workshop on Internet measurment, Marseille, 
France, 2002. 

[5] L. Wei, et al., "Detecting Network Anomalies Using Different 
Wavelet Basis Functions," 2008, p. 149.

[6] K. Limthong, et al., "Wavelet-
Series Analysis," in Computer and Electrical Engineering, 
2008. ICCEE 2008. International Conference on, 2008, pp. 
445-449. 

 

�	�F��1]!���"�T(�ก1� ��
�!
�
����
1!กF_��S	1�!1�
!�(���
������
���G_

ZS_�
1���Q� !� ����#ก�Q(�!�.��
��\��#G�Q
����(�!��+�!#��"	#�!�!�.�]!��[)_[�

ก!����11�Q(�!�Z
G�ก�
[��#QQ�(�R�F !��G_ 
ZS_�
1���G_
]!ก!��กTQF_��S	 
G	��

F���#QQ��\�"QQ��b�	��  G����a�
ZS_�
1���_��ก!�[+_�#QQG��ก	 !�

"	#���11�Q(�!�Z
G�ก�
"QQ����	���G_  ��R���]!
�#QQG��ก	 !�����#��ก��[)_�!�[��#QQ�(�R�F !�(���
������
����

��ก
�a�F_��S	
��[)_[��!��
1����\�F_��S	
���G_�!1!ก
Network)  o0��	�ก$*#�v�
ก���

ก!�[)_�!��!1"�ก� !�1!กF_��S	
���G_1!ก"ก�F���#QQ�(�R�F !� 
G����a�10��_����ก!��กTQF_��S	1!ก"ก�F���#QQ

�(�R�F !�"	#�]!�!
G��Qก�Q�
��ก!�
���G_�]!����  ��R���0ก$!� !
��#��ก��[)_
��"ก�F���#QQ�(�R�F !�

�G_��Q
�����Q����1!ก �.!Q��Q�*�
�
�

�!�!����"	#�
(%�%	���
� (TGIST) �]!��ก�!�����!
�

�!�!����"	#�
(%�%	��"+ �)!�
 ��^^!��Q
���	F
�� TGIST 01-

"	#F�F�Q(�* (�*���)�� 1
��
�
��	 
���]!���(�!��#G�ก
[�ก!�1�G�กTQF_��S	�]!+��Qก!�
G	��(��a���a 

P. Tao, et al., "Survey of network-based defense mechanisms 
countering the DoS and DDoS problems," ACM Comput. 

A Novel Approach to Detection of Denial-
Service Attacks via Adaptive Sequential and Batch-

Detection Methods." Proc. IEEE 
Workshop Information Assurance and Security. IEEE CS 

G. Carl, et al., "Wavelet based Denial-of-Service detection," 
Computers & Security, vol. 25, pp. 600-615, 2006. 

Paul, et al., "A signal analysis of network traffic 
anomalies," presented at the Proceedings of the 2nd ACM 
SIGCOMM Workshop on Internet measurment, Marseille, 

L. Wei, et al., "Detecting Network Anomalies Using Different 
nctions," 2008, p. 149. 

-Based Unwanted Traffic Time 
Series Analysis," in Computer and Electrical Engineering, 
2008. ICCEE 2008. International Conference on, 2008, pp. 


