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Abstract

Choosing a proper time interval value for
detecting network traffic anomalies is a big problem
for many network administrators because the
different interval values produce the dissimilar
network statistics, such as the mean, variance, and
distribution. If network administrators select the right
time interval value for their own anomaly detection
system, it dramatically and significantly increases the
accuracy of the system. We intensely studied on the
efficiency and impact of time interval values for
network traffic anomaly detection by using the naïve
Bayes classifier, which takes a short computation
time to detect volume-based anomalies and does not
need a lot of storage to keep training parameters.
The results of this study would help network
administrators to select the most practical time
interval value for several types of anomalies, e.g. the
denial of service attack, IP scanning, port scanning,
amplified attack.

Key Words: time interval, naïve Bayes, anomaly
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1. Introduction
Detecting anomalous traffic which might cause

network problems is a vital responsibility of network
administrators. Volume-based anomalies, such as
viruses, worms, denial of service (DoS) attacks,
scanning, and spamming, are unusual incidents that
may lead network into serious traffic congestion or
security problems. If network administrators had an
effective tool to perceive anomalous traffic, they
would immediately prevent and solve the network
problems caused by such anomalies. Most anomaly
detection systems use packet aggregation techniques
to minimize resources of network equipment.
However, selecting a proper time interval value is
one of the serious problems for anomaly detection

systems because it produces an effect on efficiency
and accuracy of the systems.

The impact of time interval values has been
extensively studied in terms of network statistics,
such as the mean, variance, and distribution of
variables. Many anomaly detection methods often
depend on such statistics, especially in supervised
learning methods such as the naïve Bayes algorithm.
Although this algorithm requires a small amount of
training data to estimate parameters (the mean and
variance), varying the time interval value also alters
the value of these parameters. Therefore, many
network administrators still have a question, how the
time interval value affects the efficiency of anomaly
detection?

In this paper, we concentrated on the effects of
time interval value on the naïve Bayes classifier used
for network traffic anomaly detection. We performed
experiments on real network traffic acquired from a
campus network. In addition, we selected five
different types of test bed anomalies from DARPA in
order to evaluate the efficiency and accuracy of naïve
Bayes classifier by using seven time interval values.
The results of our study illustrated three separate
features; the number of packets, the sum of packet
size, and the number of flows, used in the naïve
Bayes classification method.

We introduce the related work focused on the
effects of time interval value on network traffic
statistics in the next section. Section 3 explains the
materials and methods used in our experiments on
campus network traffic. The experimental results
from our intensive study are exhibited in Section 4.
In the last section, we discuss the experimental
results, draw our conclusion of the experiments, and
introduce future work.

2. Related Work
Packet aggregation techniques have been widely

applied to the Internet traffic measurements, for
instance, the report of [1] showed statistical analysis
of data traffic measurements from a campus networks
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different from those at 10 second interval value.
Another example was in the back attack, the F-
measure of the number of packet feature at 10 second
was better than that at 1 second.

We found that the parameters of discriminant
function also have an effect on the F-measure when
we varied the time interval values. Most of the
discriminant functions with the 3.5� and 4� value
increased when we used interval with longer values.
Except for that in the smurf attack with the flow
feature, no matter what parameters were set, the F-
measure decreased when we set the time interval to a
longer value.

The last thing that affected the performance of
classifier was the feature selection. If we take the
smurf attack into consideration, the F-measure values
of both the number of packets and the sum of packet
size features increased between 3� and 4�. Whereas,
the F-measure values of the number of flow feature
fell down for all discriminant function parameters.

In summary, the time interval value had an effect
on the naïve Bayes classifier for network traffic
anomaly detection. The performance of the naïve
Bayes classifier improved when the time interval
value was changed, but it also produced some of the
worst performance in several cases. Unfortunately,
the time interval value was not only a metric that
improved or reduced the efficiency of anomaly
detection. We should also take the combination of
other parameters with the time interval value into
consideration, such as the parameters of discriminant
function and the feature selection. In some situations,
varying the time interval value produced an
outstanding performance, but when we switched the
features or some of the parameters of discriminant
function, it might worsen the performance.

In future work, we plan to apply other classifiers,
such as the k-nearest neighbor or the support vector
machine, on the same data set in order to evaluate
their performance.
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