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A Wavelet-Based Anomaly Detection in Outbound Network Traffic
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Abstract

Monitoring and detecting anomalies in outbound network
traffic (traffic from a customer network entering the Internet) are
different from inbound network traffic (traffic from the Internet entering
a customer network). Particularly, in case of Distributed Denial of
Service (DDoS) attacks, the number of attack packets in inbound traffic
(at the target of attack) is much larger than the number of attack packets
in outbound traffic (at the source of attack). Consequently, the accuracy
of anomaly detection methods used in inbound traffic is diverse from
those in outbound traffic. We propose a wavelet-based anomaly

detection in outbound network traffic so as to prevent internal attacker

using network system involve attacking or intruding to another network
through the Internet. If network administrators employ the proposed
method on their network system, it would enable them to monitor and
detect various anomalies in outbound network traffic accurately and

expeditiously.

Keywords: wavelet, network traffic, time series, anomaly detection,

computer network
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