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e Propose a detection system instead of a model
e Conduct additional 4 experiments
- Comparison between different representations
- Scalability over different volumes of background traffic
- Detectability on different time of anomaly occurrence
- Comparison between with and without a weighting technique
e Reorganize and revise thesis chapters
e Provide precise problem statement and key idea of our proposal

e Provide more specific definition of training and testing
condition
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A network traffic anomaly is an incident, packet, flow, behavior
etc., which do not conform to the normal

Causes of network anomaly

e Accidents
e.g. Outages, Misconfigurations, Flash crowds
e Threats
e.g. Attacks, Viruses, Worms, Scanning, Spamming

Intrusion detection #* Anomaly detection
Intrusion detection focuses on only threats
Anomaly detection focuses on both threats and accidents
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Examples of intrusion detection in network traffic
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e For scalability to achieve realtime, we used aggregated feature
time series instead of per packet-based detection in the
previous studies

e For robustness against forged data and detect accident, we use
a new input data representation called multi-timeline

e For accuracy improvement, we introduced multi-timeline and
weighting technique
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Manual-based representation

Batch representation

Real-time representation

Multi-timeline representation (Proposal)

(Proposal)

X; . a feature vector x occurs on the timeline at time ¢
g(x¢) : a decision function of x; (normal or anomaly)
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Decision function: g(x:|expertise information)

> Timeline

Example: Snort [1], Bro [4], NetSTAT [17], RealSecure, and Cisco Secure IDS
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— — Learning

—— Detecting

Decision function: g(x:|x¢—2,X¢—1)
Example: NIDES [20,21] and RIDAN system [22]
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e Periodicity of traffic is a key feature
e Attackers are difficult to manipulate historical data
e In case of accidents such as an outage, data from multiple

timeline are more accurate than single timeline

— — Learning

—— Detecting

Timeline

->
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Comparison of representation of input data
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Criteria Manual Batch Real-time  Multi-timeline  Combination
Automation No Yes Yes Yes Yes
Real-time detection  Yes No Yes Yes Yes
Flexibility No Yes Yes Yes Yes
Robustness No No No Yes Yes

Automation: detect a new type of anomaly automatically
Real-time detection: alert in a minute or less

Flexibility: use different algorithms or features
Rubustness: hardly evade or manipulate the system
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Network Feature Feature Weighting
Traffic Extraction Scaling Process

Training Data

Classifier Alarm
Test Data
f# Feature Description
f1 Packet Number of packets
fo Byte Sum of packet size
f3 Flow Number of flows
fa SrcAddr Number of source addresses
fs DstAddr Number of destination addresses
fe SrcPort Number of source ports
fr DstPort Number of destination ports
fs AAddr |SrcAddr — DstAddr|
fo APort |SrcPort — DstPort]|

* We aggregate packet on an interval § to extract these features *
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Feature scaling
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e Find the maximum value for each feature

e Normalize by dividing each feature value with the maximum
value

e The range of feature value is between 0 and 1
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e Bias decision function on recent timelines
e Perform during learning process
e Use gradual weighting function [23]
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Weight length and weight value
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Detection System
] ] [
Detector module

Training days

HE
= [ w
Weight'value ¢

Feature extraction

\d

6 p—5 p—4 p—3 p—2 p—1
t

Feature scaling p—

Weighting process

Weighting process
e e @
weight value

Classifier

Evaluation and
Results

Condlusion e \We apply linear gradual weighting technique [23] with two
parameters

e Weight length ¢ is the number of weighted training days

e Weight value ¢ is the maximum number of replication

.. : —2 —1 —1 —1
e Decision function: g(x¥|xj,....,xt =, xV" " x7" xP™)
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Feature extraction

Feature scaling Classifier Alarm

Weighting process Test Data

Weighting process
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e Multivariate normal distribution (MND) [24]
Evaluation and Pros: parametric method, simplicity
Cons: normal distribution, low accuracy
e k-nearest neighbor (KNN) [25]
Pros: robust to noisy data, fast training
Cons: biased by value of k, memory limitation
¢ One-class support vector machine (OSVM) [26]
Pros: kernel-based method, flexibility
Cons: slow training, sensitive to noisy data

Conclusion
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Data sets: Normal traffic
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e Normal Traffic from a campus network [27] (26.19 packet/sec.)

e 175 clients and approximate 1,300 users every day

e Service hours are 8:00 - 24:00 on workdays and 8:00 - 18:00 on
weekends

e \We acquired traffic traces for 6 months and manually select for
55 days

e We divided traffic traces 39 days (=~ 70%) for training data
and 16 days (= 30%) for test data
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Data sets: Anomaly traffic
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e Anomaly Traffic from MIT testbed data set [28-30]

— Back - DoS attack through port 80 (54.04 packet/sec.)

— IpSweep - Ping sweep on multiple ports/addresses (22
packet/sec.)

— Neptune - SYN flood attack (67.92 packet/sec.)

—  PortSweep - Sweep on a single host with multiple ports
(1.2 packet/sec.)

—  Smurf - ICMP echo reply flood attack (966.63 packet/sec.)
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Example of normal and anomaly traffic
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Exp.3: Comparison
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representations * BaCk attaCk Occurred from 16].8 to ].644 *
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Performance evaluation
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evaluation precision =

Experiments TP+ FP
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Objective:

e Identify the practical value of interval

e Observe detection performance on different interval values

Procedure: Vary the interval value with 1, 10, 20, 30, 40, 50, and

60 seconds
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Exp.2: Example results and implications
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Back

MND = KNN = OSVMEm RTM Bm

0.75

0.5

F-score

0.25

F-score MND KNN OSVM Real-time

Average 0.57 0.69 0.25 0.39
Maximum  0.84 0.99 0.40 0.57

e Most detection performance of single features are better than those of
combined all features

e Detection performances of multi-timeline are better than those of real-time
representation
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Objective:

e Investigate other representations of input data
e (Compare detection performance between multi-timeline and
others representations

Procedure: Apply different other representations

t Real-time Combination

60 5.24-7.13% 1.08-2.11%
360 6.93-10.47% 4.97-6.34%
8640 15.71-23.53% 9.82-18.31%

* Table shows performance degradation over ¢ which the number of training
data on single timeline *

Implications: The multi-timeline representation outperforms both
single and combination representation
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Exp.4.1: No packet in test data
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Exp.4.1: No packet
in test data

Objective:

e [Examine multi-timeline detection system for accident detection
e (Compare detection performance between real-time and
multi-timeline detection system

Procedure:

e Simulate no packet (anomaly caused by outage) in test data
e Compare real-time and multi-timeline detection system
e |Interval value 0 = 10 seconds and the number of training days

B = 39 days.
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Exp.4.1: Results and implications
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No packet incident as test data

MND mm KNN = OSVMEm RTM BE=

F-score

e Multi-timeline well performs the task for anomaly caused by
accidents

e Detection performances by using multi-timeline are better than
those by using real-time system
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Exp.4.2: No packet in training data
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Objective:

e [Examine robustness to incorrect training data or manipulating
data by attackers

e (Compare detection performance between pure normal traffic
(Exp.2) and contaminated traffic in training data

Procedure: Interval values 6 = 10 seconds and the number of
training days 8 = 39 days + 1, 3, and 5 days of no packet incident
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Attack Multi-timeline Real-time

1 day 3 days 5 days 1 day 3 days 5 days
Back +0.15% +0.41% +0.41% +0.16%  +0.45% +0.45%
IpSweep -0.01%  +0.01% +0.01% +0.01%  +0.04% +0.04%
Neptune +0.40% +0.86% +0.86% +0.22%  +0.55% +0.55%
PortSweep  4+0.06% +0.20% +0.20% +0.02%  +0.04%  +0.04%
Smurf +0.01% +0.04% +0.04% +0.38% +0.86% +0.86%

The multi-timeline is quite robust to incorrect training data or

manipulating data
KNN is the most robust algorithm in this experiment
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Experiments

Exp.1: Vary interval
values

Exp.1: Results and
implications

Exp.2: Apply
different features
Exp.2: Example
results and
implications

Exp.3: Comparison
with other
representations

Objective:

e Draw a learning curve for each algorithm

e Examine trend of each learning curve

e Identify the minimum number of training data for each
algorithm

Procedure: Select the best feature and parameters for each
anomaly (Exp.2), then vary the number of training data from 3 to

39 days
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Exp.5: Results and implications

List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Data sets: Normal
traffic

Data sets: Anomaly
traffic

Example of normal
and anomaly traffic
Performance
evaluation
Experiments

Exp.1: Vary interval
values

Exp.1: Results and
implications

Exp.2: Apply
different features
Exp.2: Example
results and
implications

Exp.3: Comparison
with other
representations

Average
1
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) W S SRS Y S e wiii e e
o » * * X —K———k—
8 o5F - )
u
0.25 e ’/‘_*_
e oo B RREEE SRR e RREEE e + SRR S T
0 L ! ] | 1 1 |
0 5 10 15 20 25 30 35 40

Training Data (days)

e Detection performance increases and converges into a constant
value when the number of training data increase

e MND and KNN need only 6 or 9 days for training
e OSVM needs more than 30 days for training
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Exp.6: Measure time consumption

List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Data sets: Normal
traffic

Data sets: Anomaly
traffic

Example of normal
and anomaly traffic
Performance
evaluation

Experiments
Exp.1: Vary interval
values

Exp.1: Results and
implications

Exp.2: Apply
different features
Exp.2: Example
results and
implications

Exp.3: Comparison
with other
representations

Objective:

e Measure run time for preprocessing steps
e Measure run time for learning and detecting process
e Examine whether the proposed system performs in real time

Procedure: Generate the number of training data and features
from 5 to 100, and vary interval value from 1 to 60 seconds
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Exp.6: Results and implication

List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Data sets: Normal
traffic

Data sets: Anomaly
traffic

Example of normal
and anomaly traffic
Performance
evaluation
Experiments

Exp.1: Vary interval
values

Exp.1: Results and
implications

Exp.2: Apply
different features
Exp.2: Example
results and
implications

Exp.3: Comparison
with other
representations

Run time over 1000x background traffic

Process Extraction Scaling  Algorithm Total
2.19 ms (MND) ~ 3.13 s
Learning 3.13s 0.37 ms 0.00 ms (KNN) ~ 3.13 s
1.86 ms (OSVM) ~ 3.13 s
Process Extraction  Scaling T'(x) =9 + d(x) Total
10s + 0.49 ms (MND)  ~ 12.96 s
Detecting 2.96 s 0.35ms 10 s + 0.25 ms (KNN) ~ 12.96 s
10 s + 0.19 ms (OSVM) = 12.96 s

T (x):total processing time; d:interval value; d(x):detecting time

Implications:

e Our proposed system can apply to real-time anomaly detection
e Run time depends on algorithms but total time are very similar
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Exp.7: Vary background traffic

List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Data sets: Normal
traffic

Data sets: Anomaly
traffic

Example of normal
and anomaly traffic
Performance
evaluation
Experiments

Exp.1: Vary interval
values

Exp.1: Results and
implications

Exp.2: Apply
different features
Exp.2: Example
results and
implications

Exp.3: Comparison
with other
representations

Objective:

e Measure detection performance over different volume of
background traffic

e (Compare performance of each feature over different volume of
background traffic

e Examine possibility of multi-timeline detecion system on
backbone network

Procedure: generate new background traffic with 10x, 100x, and
1000x times of original background traffic
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Exp.7: Results and implications

List of changes
Neptune

Introduction 1

_ 1x 0= 10x =2 _100x ==f|1000x wm _
Multi-timeline

Detection System 0.75 I N . 7
w |

Evaluation and § 05 L |

Results N

Data sets: Normal

traffic 0.25 - l | | | | -
Data sets: Anomaly L L _ L l
traffic H . H . H*u_

fs f, fs

fs f, fg fo f

Example of normal
and anomaly traffic

Performance
evaluation
Experiments

e e Detection performance exponentially decreased in most
xp.1: Vary interval

values

Exp.1: Results and featu res

o5 Apo e Detection performance linear decreased in f5 and f5

xXp.2: Apply T . . .

different features e Multi-timeline is suitable for access networks rather than
xp.2: Example

results and backbone netWOrkS

implications

Exp.3: Comparison
with other
representations
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Exp.8: Alter anomaly occurrence

List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Data sets: Normal
traffic

Data sets: Anomaly
traffic

Example of normal
and anomaly traffic
Performance
evaluation
Experiments

Exp.1: Vary interval
values

Exp.1: Results and
implications

Exp.2: Apply
different features
Exp.2: Example
results and
implications

Exp.3: Comparison
with other
representations

Objective:

e |nvestigate effects on time of anomaly occurrence
e Examine detection performance of anomalies over different
times

Procedure: Simulate each anomaly occure at the beginnig of
each hours from 9am to 11pm and select top 3 features to detect
each anomaly
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Results and implications

List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Data sets: Normal
traffic

Data sets: Anomaly
traffic

Example of normal
and anomaly traffic
Performance
evaluation

Experiments
Exp.1: Vary interval
values

Exp.1: Results and
implications

Exp.2: Apply
different features
Exp.2: Example
results and
implications

Exp.3: Comparison
with other
representations

0.75

0.5 -

F-score

0.25 .

O L | L | L | L | L | L | L | L
08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00

e High detection performance at low volume of background

traffic

e Low detection performance at high volume of background
traffic

e Time of anomaly occurrence has an effect on detection
performance
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Exp.9: Effect of weighting

List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Data sets: Normal
traffic

Data sets: Anomaly
traffic

Example of normal
and anomaly traffic
Performance
evaluation
Experiments

Exp.1: Vary interval
values

Exp.1: Results and
implications

Exp.2: Apply
different features
Exp.2: Example
results and
implications

Exp.3: Comparison
with other
representations

Objective:

e (Compare multi-timeline detection system with and without
weighting process

Procedure: Alter the weight length ¢ = 1, 5, 10, 15, 20, 25 days
and the weight value p =1, 3, 5,7, 9

S-
o) [we] )
Wzl Wz' Wz' Wz' E
<
.20
Training days -W_ll o ‘ E E g
>
N A S S S

Weight length ¢
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Exp.9: Result and implications

List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Data sets: Normal
traffic

Data sets: Anomaly
traffic

Example of normal
and anomaly traffic
Performance
evaluation
Experiments

Exp.1: Vary interval
values

Exp.1: Results and
implications

Exp.2: Apply
different features
Exp.2: Example
results and
implications

Exp.3: Comparison
with other
representations

e Multi-timeline system with weighting process outperforms

those without weighting process

e Detection improvement is low in MND and KNN (2.7-16.6%),

but the improvement of OSVM is high (3.5-112%)
e Performance of weighting technique strongly depends on
learning algorithms
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List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Conclusion

Discussion
(Advantage)
Discussion
(Limitation)
Conclusion

Future work
Publications
References
References
References
References

Conclusion
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Discussion (Advantage)

List of changes

Introduction

Multi-timeline
Detection System

Evaluation and
Results

Conclusion
Discussion

(Advantage)
Discussion
(Limitation)
Conclusion

Future work
Publications
References
References
References
References

e Real-time detection

— Take 12.96 sec from packet extraction to detection (Exp.6)

e Detectability

— Multi-timeline achieves F-score 0.69 on average and 0.99 on max
(Exp.2 and 8)

— Multi-timeline improves 19.8-31.2% than single and combined one
(Exp.3)

— Large background traffic degrades detectability exponentially
(Exp.7)

— Improve 2.7-112% by using weighting technique (Exp.9)

— 9 days of training data and 10 sec time interval is the best (Exp.1
and 5)

o Flexibility
— KNN algorithm is the best among 3 algorithms (Exp.2)

e Robustness
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Discussion (Limitation)

List of changes e Need attack-free or almost attack-free traffic for training
Introduction e Need training data for a certain period

Multi-timeline

D ion S

EetTCt"_’“ ys:em — at least 9 days for MND and KNN, more than 30 days for
valuation an

Results OSVM

Conclusion . . .

Discussion e Not provide any detail about anomalies

(Advantage)

Discussion — providing an inspector to examine the interval contained
(Limitation)

Conclusion anomalies [31]

Future work

Euflications e Suitable for access networks rather than backbone networks
ererences

References — Large traffic volume hides anomalies in time bin

References . ) - .

References — Impossible to obtain attack-free traffic in backbone
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Conclusion

List of changes e Propose a system for real-time anomaly detection and related
Introduction teChniqueS

Multi-timeline
Detection System

— Evaluate various key aspects of the system

Evaluation and

Results — Introduce several input feature representations

Conclusion (multi-timeline and combination)

Discussion ] . .

(Advantage) — Comparison of three learning algorithms

Discussion . . . .

(Limitation) — Comparison of nine traffic features and combined feature

Future work
Publications
References
References
References
References
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Future work

List of changes e Apply the proposed system to other network environment
:\f;lthOfﬂ“_Ct'ci_“ e Provide anomaly details after alarms

ulti-timeline . . .
Detection System e Deploy the system to an university environment

Evaluation and
Results

Conclusion
Discussion
(Advantage)
Discussion
(Limitation)
Conclusion

Publications

References
References
References
References
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Publications

List of changes 1. Kriangkrai Limthong; Kensuke Fukuda; Yusheng Ji; Shigeki Yamada, " Weighting
Introduction Technique on Multi-timeline for Machine Learning-based Anomaly Detection
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